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Trust and Reputation 

 

 

Trust 

Reputation 

I trust you because of your good reputation. 

I trust you despite your bad reputation. 

is subjective. 

is more objective assessment. 

Trust and Reputation 

 reliability 

   

 decision  memory 

  

 measure 
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Why General Systems Theory? 

Technicians strive things to work well 

Social scientist – for things to behave well 

 

General Systems Theory (GST) - Theory of 

wholeness 

 

  The whole is different than just sum of its parts 



Ontology of the State of the Art  

Two clusters of research:  

P2P networks and distributed platforms 

Online Services and Web Applications 

1OntoGen: Semi-automatic Ontology Editor B. Fortuna, M. Grobelnik, D. Mladenic 

 Using a semi-automatic ontology editor1 



Distributed 

platforms - P2P 

networks  

Online services and 

Web Applications 



Security is the binding concept 



Only 3 documents that mention “control system” other than Access Control 



Existing Taxonomies 

Few taxonomies (Josang et al., Huynh et al., O’Hara 
et al.) 

One (Marti et al.) that tackles some systemic aspects 
by defining the T&R subsystems 

However: 
It determines no interrelations between the subsystems 

It points to none of their interdependencies and 
interactions with the general system; 

 It takes no interactions with the system environment into 
consideration 

It  does reveal some attacks on the system as outside 
disturbances, without complete connection to the factors 
that influence the system design 

 



Systemic Aspects of Reputation 

Reputation Mechanism as an Aspect System 

Including the same entities and using the existing 

interconnections between them 

Reputation Mechanism as a Subsystem 

Part of the hierarchy of the general system 

Reputation Mechanism’s Subsystems 

System on it’s own as well 

 

Determining the system’s boundaries 



General Systems Taxonomy 

Organizing Principles 

Rate of Change Connectivity 

Purpose 

Structural 

(Static) 

Functional 

(Dynamic) 

Mechanistic 
Organismic 

(densely connected) 

Purposive 

(Environment-oriented) 

Non-Purposive 

(system-directed) 



Reputation Systems 
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Organizing Principles 

Rate of Change Connectivity 
Purpose 

Static Dynamic Mechanistic Organismic 

Purposive Non-Purposive 

Contribution of our approach 

Non-intuitive 

Nonlinear 

Unpredictable 

Emergent 

Main reasons: The greatest gap between the 

novel taxonomy and the existing 

ones 



Intuition  behind purpose and connectivity 

conclusions. 

Non-intuitive 

Nonlinear 

Unpredictable 

Emergent 

The art of drawing 
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Reputation Mechanism - Subsystems 

  Information gathering 

  Scoring and Ranking 

  Results (Taking action) 



 System architecture  

 Users 

 Threats (adversaries) 

System-design Influencers 

Factors of Impact (Marti et al.) 



 System 

architecture  

The reputation 

mechanism affects 

largely the overall 

system 

Small number of users 

can have a huge impact 

on the system 

Users  

System resilience and 

evolution depend on 

cooperation and 

morality 

Threats 

System-design Influencers 



Entities 

Active Passive 

Entities 

Users Agents Items Reviews      … 



Active Entities’ Behavior 

Active Passive 

Entities 

Users Agents Items Reviews      … 



CONTEXT 

Trust me, i got you! 



TIME AND DYNAMICITY 



PRIVACY 



PRIVACY - Implicit Knowledge 



• Control is imposed from outside 

• Intelligence is considered to be in the parts 

 

Resilience and Evolutionism 



Resilience and Evolutionism 

• Control is distributed across system entities 

• Intelligence is in the connections between entities 

 



Redefining the design influencers 



Context – Information Gathering 



Context – Information Gathering 



Context – Scoring and Ranking 



Context – Response 



Time – Information Gathering 



Time – Scoring and Ranking 



Time – Response 



Privacy – Information Gathering 



Privacy – Scoring and Ranking 



Privacy – Response 



R&E– Information Gathering 



R&E– Scoring and Ranking 



R&E– Response 



AEB– Information Gathering 



AEB– Scoring and Ranking 



AEB– Response 
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BarterCast 

Fully distributed P2P reputation mechanism 

 

Deployed in the P2P BitTorrent client Tribler 

 

General context: File-sharing 

 

Goal of implementation: combating Free-riding 

IMPLEMENTED 



BarterCast - Context 

The property  is not tackled 

by the reputation system 

The property  is tackled 

by the reputation system 



BarterCast – Time 

The property  is not tackled 

by the reputation system 

The property  is tackled 

by the reputation system 



BarterCast - Privacy 

The property  is not tackled 

by the reputation system 

The property  is tackled 

by the reputation system 



BarterCast – Resilience and Evolutionism 

The property  is not tackled 

by the reputation system 

The property  is tackled 

by the reputation system 



BarterCast – Active Entity Behavior 

The property  is not tackled 

by the reputation system 

The property  is tackled 

by the reputation system 



Observations 

 The novel framework gives a clear representation of 
the mapping between its properties, and those of the 
analyzed reputation system 

 An important convenience of the tree-form of the 
framework is the visual representation of the depth to 
which the defined properties are considered 

It helps the design process by providing 
contextualization of the entities’ interdependencies 

It presents the idea of the reputation system as a 
systemic whole, its treatment as an aspect system,  as 
well as a hierarchical subsystem of the general 
architecture 
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Future Steps  

The taxonomy as an evaluation framework for a 

reputation system design 

Systemic modeling of reputation mechanisms: cybernetics and 

control theory, complexity theory, neural networks 

Context-Aware Reputation by Fuzzy-Ontological Approach 

Impression management and Social interactions 

Cost/Benefit  analysis 

Complexity – Robustness – Optimality analysis 

Experimental work 

 system limits; types of ‘players’ 

parallel between social online trust and automated agent trust 



Questions? 

Thank you ! 



Reputation Mechanisms 

Information asymmetry 

Moral Hazard Adverse selection 

Post-contractual 

opportunism 

Signaling role Sanctioning role 

The “Lemon” 

market 

The Prisoner’s dilemma 

Examples: 



Applications 

 Online Recommendations (Slashdot, delicious, 

Epinions, imdb) 

 Online commerce (eBay, Amazon) 

 Rating (Google PageRank, Gaming Communities) 

 Wireless sensor networks, MANETs (routing, 

negotiation protocols) 

 File-sharing communities (BitTorrent, Gnutella) 

Cloud computing (SLA compliance, QoS) 

Digital currencies (BitCoin) 

 




