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Outline
» Part I
* Aspects of Trust and Reputation



'T'rust and Reputation

1s subjective.

>Trust<
» Reputation deiﬂn =mon
| trust you becauSeroéasour good reputation.

| trust you despite your bad reputation.

1s more objective assessment.
reliability



Outline

» Part I1

* (General Systems Taxonomy: Reputation Systems



Why General Systems Theory?

>I'echnicians strive things to work well

»ocial scientist - for things to behave well

»General Systems Theory (GST) - Theory of

wholeness

The whole 1s different than just sum of its parts



Ontology of the State of the Art

Using a semi-automatic ontology editor!

»Two clusters of research:
»P2P networks and distributed platforms
»Online Services and Web Applications

1OntoGen: Semi-automatic Ontology Editor B. Fortuna, M. Grobelnik, D. Mladenic
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I'xisting T'axonomies

» Few taxonomies (Josang et al., Huynh et al., O’Hara
et al.)

» One (Marti et al)) that tackles some systemic aspects
by defining the T&R subsystems

» However:
» It determines no mterrelations between the subsystems

» It points to none of their interdependencies and
interactions with the general system;

» It takes no mteractions with the system environment into
consideration

» It does reveal some attacks on the system as outside
disturbances, without complete connection to the factors
that influence the system design



Systemic Aspects of Reputation

» Reputation Mechanism as an Aspect System

» Including the same entities and using the existing

Interconnections between them

> Re

-

Part of the hierarchy of the general system

» Re

putation Mechanism as a Subsystem

butation Mechanism’s Subsystems

» System on 1t’s own as well

» Determining the system’s boundaries



General Systems Taxonomy

/ Organizing Principles
Rate of Change Connectivity
- I Mechaxgstic A
Struct.ural Functlor.lal Organismic
(Static)  (Dynamic) (densely connected)

/P mpoi
Purposive Non-Purposive
(Environment-oriented) (system-directed)



Reputation Systems

/ Organizing Principles
Rate of Change Connectivity
- I Mechaxgstic A
Struct.ural Functlor.lal Organismic
(Static)  (Dynamic) (densely connected)

/P mpoi
Purposive Non-Purposive
(Environment-oriented) (system-directed)



Reputation Systems

/ Organizing Principles \
‘ Connectivi
Rate of Change Purpose ¥ tY\

Staté D;amic / \ Mechanistic Organismic

Purposive  Non-Purposive



Reputation Systems

/ Organizing Principles \
‘ Connectivi
Rate of Change Purpose ¥ tY\
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Reputation Systems

/ Organizing Principles \
‘ Connectivi
Rate of Change Purpose ¥ tY\

Staté D;amic / \ Mechanistic Organismic

Purposive  Non-Purposive



Contribution of our approach

/ Organizing Principles \
Rate of Change ‘
4 N AN
Static Dynamic / \ Mechanistic
Non-Purposive

Main reasons:
s Non-intuitive
**Nonlinear
**Unpredictable
** Emergent



Intuion behind purpose and connectivity

The art of drawing conclusions.



Outline

»Part 111
* A Novel Systemic Framework of Interrelations



Reputation Mechanism - Subsystems

» Information gathering

» Scormg and Ranking

» Results (Taking action)



System-design Influencers

»Factors of Impact (Mart et al.)

»System architecture
»Users

> Threats (adversaries)



System-design Influencers




Entities

Entities
Active Passive
/ N / N\

Users  Agents Items Reviews



Active Entities’ Behavior

4 P\assive
/ N\ / N\

Items Reviews



CONTEXT

'T'rust me, 1 got you!




TIME AND DYNAMICI'TY

"It takes years to build trust,
and a few seconds
to destroy it"




PRIVACY
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PRIVACY - Implicit Knowledge

IT SAYS I DON'T
HAVE ANY OF THOSE
THINGS.

THE SYSTEM CHECKS
FOR PULSE, HEAT
AND FINGERPRINTS
TO IDENTIFY EACH
EMPLOYEE .

BOB WILL DEMON-
STRATE OUR NELWJ

BIOMETRIC SECU-
RITY SYSTEM.

soottadamadssl.com
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Resilience and Evoluttonism

.
- Mass
centre

‘o

w

7

. \ & S / o
Obstacles " , Multi-agent

v
< »

“Rob ot 4

REMOTE
CONTROL
CENTRE

* Control 1s imposed from outside

* Intelligence 1s considered to be 1n the parts



Resilience and Evolutionism

Complex Adaptive System (CAS) Model

Adaptive Leaming LOOP

* Control 1s distributed across system entities

* Intelligence 1s 1n the connections between entities



Redefining the design influencers

Active Entity Behavior (AEB) ¥

Context v’ System architecture

Time ¥V
Users

»( Factors of Impact

Privacy ¥

Resilience and Evolutionism v Adversaries

System Environment




Transitivity

Locally - Trust |
Witnessing "\lnformation Aggregation
7
Credibility '

Randomized (Small-world effect) / |

Non-linkable |

Minimal |dentity Scheme |
Verifiable ' Information Gathering »}

Pessimistic

Optimistic Stranger Policy
Adaptive /

5 Scoring and Ranking

_Response

\_Context

Time ~
_ Privacy
R /

_AEB /

Context - Information Gathering

f:f_ Reputation Systemg_;



Context - Information Gathering

Transitivitj

Locally - Trust

Winessing \ Information Aggregation
LicdDiiy_g

Randomized (Small-world effect)

_Non-linkable

Minimal | Identity Scheme

 Information Gathering _Reputation Systems

Verifiable

Context
Pessimistic
Optimistic | Stranger Policy

Adapive:




Context - Scoring and Ranking

Quality
Quantity |

Preferences

Deterministic

Probabilistic

Flow

| Computation Engine : |
— — | Scoring and Ranking ,
R e Reputation Systems )
Context

_Semantic
Aviomatic
_Sinigle Valuer
Interval
— Outputs
Vedor

Visual Representation




Context - Response

Strangers-wise

Transaction-wise | Threshold

Entiy selection-wise

Monqy

Service Response { Reputation Systems )
' Reward
Forgiveness

Forgelting

Inducing Regret Policy -

Banning _._Punisment

Choking service




Time - Information Gathering

Persistency of behavior types

Recent activity
T\ ormaton Aggregation

Optimization of dissemination protocols

Traceability .
—\ ldentity Scheme
Accountability

Adaptive  Stranger Policy Information Gathering

Reputation Systems )




Time - Scoring and Ranking

Time-stamp of actions

Time-driven inputs.
Time driven events | Computation Engine

Meta-estits
Time-driven response
Propagation period
RIS
Detecting sudden change in behavior ™

Convergence of result

Scoring and Ranking

Time

+ Reputation Systems




Time - Response

oliding ime-window
Threshold

Time{o-Live alfiut

Response  Time
Forgetting factor | —

Reward Reputation Systems

[nterlocking depdendencies

,PU,”iS,m?m

Preventing nor-aciy




Privacy - Information Gathering

Gathering sensitive information

Storage of certain information \ Informaton Aggegation

Data, Entity, System, Institutional integrity

Anonimity

Peudonyms | Idently scheme
Real [dentity | Information Gathering

o Privacy
Optimistic Siranger Policy Lia P Reputation Systems




Privacy - Scoring and Ranking

_Im_p.lir:it knowledge_

» Inputs

Computation Engine.

Priviledged availability of resources | e .
B Scaring and Ranking

, | Privacy
Outpts ———Reputafion Systems

Metaresults Management




Privacy - Response

simiartyofpreference _ Threshal

Personalizedsemice  Reward | Respanse  Privacy

Requlation bylaw  Punisment  Reputation Systems ,




R&E- Information Gathering

Sellorganization

il
Information Aggregation
Emerging behaviors

Collective intelliqence_

I independent of users and machines e
Tangfrale ased on sy /| OGN AR

REE { Reputation Systems |

Essentially adaptve  Siranger Policy




R&E- Scoring and Ranking

Ineraclon patems

Dyanicstatgytpes | pis

Temporal/spatial logic

Non-linear dependencies ~\ Scoring and Ranking
T Computation Engine /"

Circular dependencies (Recurrence) ™ Rée { Reputation Systems

Success criteria
— Outputs
Periformance measure /~




R&E- Response

Adatie_| Theshol

Threshold logic units

Cooperation-driven policy
e el Response
Supportfor diverse set of ehavioraltypes | Reward =

Possibily for reparing ust ,

Evolution selection principles

Punisment

Wemetics principles

. Reputation Systems |




AFEB- Information Gathering

Transity rate

Spread oftrst-chain (#hops)

Small-world concept _f

Preventing imitaton of estabiished norms

Whitewashing

Sybil attack
— |dentity Scheme
Spoofing ™ Information Gathering
Forging
{ Reputation Systems

Bootstrapping
— -\ StrangerFolc
D —




AEB- Scoring and Ranking

Transaction history records
Benavioral rends

Leaming

Optimization | Computation Engine _ |
R T\ Scoring and Ranking
edundancy e )
ettt A% A8 (Reputation Systems)
Graphica epresentafon '
Publcys. Private information_| Outputs

_Decision policies




AEB- Response

Prowders of [are semce
Ip_r_gshold

Rare providers of senice

_l'.'ioneta(y_' reward_
Social aftruism | Reward | Response

. Reputation Systems
ContedUtityRisk dependant —

Banning malicious entity |
—— Punisment
Recognizng eplated entes /™




Outline

» Part IV
* A Systemic Framework of BarterCast



BarterCast

» Fully distributed P2P reputation mechanism
» Deplovyed 1n the P2P BitTorrent client Tribler
» General context: File-sharing

» Goal of implementation: combating Free-riding

IMPLEMENTED
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BarterCast - Time
x The property is not tackled

10 most recent transactions ¥

the reputation system
. Information Aggregation by p y
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Gathering sensitive information J§ .. Barter C&St - Prlvacy
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seroanizin X BarterCast - Resilience and Evolutionism
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Transitivity rate 3§
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Observations

» The novel framework gives a clear representation of
the mapping between its properties, and those of the
analyzed reputation system

» An important convenience of the tree-form of the
framework 1s the visual representation of the depth to
which the delined properties are considered

» It helps the design process by providing
contextualization of the entities’ interdependencies

» It presents the 1dea of the reputation system as a
systemic whole, its treatment as an aspect system, as
well as a hierarchical subsystem of the general
architecture



Outline

>»Part V
e Future Work



Future Steps

» The taxonomy as an evaluation framework for a
reputation system design

» Systemic modeling of reputation mechanisms: cybernetics and
control theory, complexity theory, neural networks

» Context-Aware Reputation by Fuzzy-Ontological Approach

» Impression management and Social interactions

» Cost/Benefit analysis
» Complexity - Robustness - Optimality analysis

» Experimental work
» system limits; types of ‘players’

» parallel between social online trust and automated agent trust



Questions?

'Thank you !



Reputation Mechanisms

Adverse selection Moral Hazard

- Post-contractual
Information asymmetry

opportunism
Signaling role Sanctioning role
Examples:
The “Lemon” The Prisoner’s dilemma

market



Applications

» Online Recommendations (Slashdot, delicious,
Epiions, imdb)

» Online commerce (eBay, Amazon)
» Rating (Google PageRank, Gaming Communities)

» Wireless sensor networks, MANET's (routing,
negotiation protocols)

» File-sharing communities (BitTorrent, Gnutella)
» Cloud computing (SLLA compliance, QoS)
» Digital currencies (BitCoin)
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