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Open service oriented architecture based in reusable functional building blocks
(Generic enablers)

Security, Privacy and Trust at the heart of Architectural design

Clear focus on Core Generic Enablers but with the possibility to have
completed by optional generic enablers (especially true for what concerns
Security domain)

Extensible Architecture which will be able to meet security requirements from
user applications, in run-time mode, by deploying the appropriate enabler

Services market place where new enablers could be registered and offered.

Context Based and Compliant Security Services




FI-WARE Architecture
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Infrastructure as a Service (from Cloud / Hosting WP)

FI-WARE Security Architecture in the context of overall architecture
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Generic Security Enablers )

They are the Generic Enablers that will define the core security mechanisms
of the Future Internet.

They will be present by default in any FI-WARE instance to assure that trust,
security and privacy are its default mode of operation

They will provide FI-WARE core security services

Security monitoring
Context based security & compliance

IDM Core (Identity and Access Management, Privacy and Trust,
Authentication & Authorization, etc)
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Security Monitoring C

The advanced Security Monitoring system will cover the whole spectrum from
acquisition of events up to visualization and reporting.

It will offer:

Correlation of heterogeneous events
Risk Analysis

Decision making support
Visualization and reporting

Digital forensics for evidence
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The framework provides run-
time support to applications,
by managing S&D solutions
and monitoring the systems’
context.

End-user applications send
requests in order to fulfill their
security requirements to the
framework.

Rules repository support the
description of laws and
agreements that should be
applied.
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From the enablers repository, where optional security enablers created by
any secure aware developer will be registered, the framework will select the
most suitable solution to fulfill the end-user applications requirements.

This enabler is translated into a S&D solution to be deployed as an executable
component in the context where the end-user application is running.

The framework also provides external monitoring components with the rules
that the end-user applications context must fulfill.

The communication between end-user applications, the deployed executable
solutions, the framework and the different components of the enabler is
supported by the USDL-SEC language.




USDL-SEC language

&

» USDL-SEC will be developed as a security oriented module extension from the
existing standard USDL 3.0.

» It will describe a service along with functional and non-functional properties in

single and complete description file.

» USDL-SEC will provide means to compare and select services according to

consumer needs

H securitymetric IEd]
(from servicelevel-base-extension)

E SecurityAttribute 2]
(from servicelevel-base-extension)

=

1% securityGoals : SecurityGoal
1= realizationLevels : RealizationLevel

=]

{<% securityGoals : SecurityGoal
S requirementLevel : SecurityRequirementLevel
o realizationLevels : RealizationLevel

<<enumeration>> Ed|
-1 SecurityGoal
from servicelevel-base-extension

<<enumeration> > [2]
2 RealizationLevel
(from servicelevel-base-extension)

<<enumeration> > IEd|
% SecurityRequirementLevel
from servicelevel-base-extension

= Other

= Integrity

= Confidentiality
= Identification
= Authentication
= Authorization

= Privacy

= Accountability

= NotSpecified
= Transport
= Message

= Application
= Session

= None
= Low
= Medium
= High

Draft UDSL-SEC
version schema
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Optional security service enablers
are used to customize the security
service description within USDL-
SEC.

Will help developers to define and
describe their own services through
the USDL standard by adding new
functionalities and new capabilities.

The registry entity is charge of
publishing and discovering the
services in order to provide an
efficient search engine.

Some of the optional enablers to be
developed are Malware Detectors,
Secure storage and DB Risk &
anonymization services




More Detalls on

»  FI-WARE official Web project: http://www.fi-ware.eu/

Informacién General

» FI-WARE Architecture

» Bussines-driven Research
= Impact of Fiware

= Open to the World

= Baseline projects

» Advisory Councils

Subvencionado por

SEVERT FRANEVRIRK
PADLRA ML

FUTURE INTERNET Core Platform

FI'WARE will deliver a novel semvice infrastructure, building upon elements (called Generic Enablers) which offer reusable and
commonly shared functions making it easier to develop Future Internet Applications in multiple sectors. This infrastructure will
bring significant and quantifiable improvements in the performance, reliability and production costs linked to Intemet
Applications — building a true foundation for the Future Internet.

The project will develop Open Specifications of these Generic Enablers, together with a reference implementation of them
available for testing. This way, it is aimed to develop working specifications that influence Future Internet standards.

FI'VWARE is the cornerstone of the Future Internet PPP program, a joint action by the European Industry and the European
Commission. Info about general aspects of this program and complimentary projects within the same program can be found
here.

Miembros

Chapters

= AppsiSenices Ecosystem

= Cloud hosting

= Data/Context Management

= Developers Community Tools
#» Exploitation of results

# Interface to Networks&Devices
» 10T Semvices enablement

» Security enahlers

» Testbed

Ultima actividad

Fi-Ware presentation at Funems

June 17 2011. This time we have presented Fi_WARE at the Funems congress., at the plenary session (presentations from
the Congress are here). The title of the session was Future of internet stairway to heaven. This explains some of the “jokes” at
the beginning and at the end of the presentation.

At the congress there were a number of presentations on the future of internet. They were very varied. ranging from very
technical and architecture oriented to those focused on how to make the network resources to everybody. | preferred to focus
on the business aspects and also made a reference to the open calls

The presentation is, as usual, is also here

Tags: dissemination, open calls, PPP, Eventos

Fi-WARE presentation in Luxembourg
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More Detalls on

»  FI-WARE MediaWiki:
https://forge.fi-ware.eu/plugins/mediawiki/wiki/fiware/index.php/Main Page

page | discussion | | view source || history |

Main Page

Welcome to the FI'WWARE MediaWViki

ﬁ -Wa re This Wiki complements the general FIWARE landing page at www fi-ware eu & by providing infermation about:
= The Vision of FIVWARE

na\.':?a.tlon = The FIWWARE Chapters and Respective Technical Content

= [ain page :

« Community portal = The FI'WARE Agile Development Methodelogy, Status, and Progress
= Current events

= Recentchanges Contents [hide]

= Random page ) ; n

= Help 1 Getting started with FI-WARE

2 FI'WARE Project Handhook
search 2.1 Common Handbook for FI-WARE users and the FI-WARE team

I 2.2 Handbook for FI-WARE users
|-,
Go | Search | 2.2 Handboaok for the FI-WARE team

2 4 FI-WARE Project Management Structures

R — Getting started with FI-WARE

= Related changes .

= Special pages = FIWARE Product Vision

= Printable version = Materializing the FIWARE Vision

= Permanent link = Requests for entries in the FI'WARE Backlog coming from Use Case projects

= FIWARE Backlog (MOTE: This subsection will be deprecated. What yvou are looking for should be accessible in one of the two previous sections. Check updated tutorials)
= FIWARE Agile Development Methodology

FI-WARE Project Handbook

Common Handbook for FI-WARE users and the FI-WWARE team

= How to create a FusionForge account
= How to join a FI'WARE project in FusionForge
= How to follow-up a tracker in FusionForge

Handbook for FI-WARE users
= How te ask questions or providing feedback to the FIWARE team
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